I. Introduction
The volatile data is referred to as stateful information from the subject system while it is remain powered on [1] . Memory forensics can be done by two approaches mainly Hardware based and Software based. For Analysing the Live Memory we have to first create the dump of the live system. There are so many Tools are available for dumping the memory. Why the investigator has to dump the live memory?
When an investigator interacts with the live system there may be chances of the altering data which may cause loss of evidence. Digital evidence is very sensitive and can be easily altered. With live analysis data is collected from a running system [2] .
II. Memory Dump
There are mainly two approaches for acquire physical memory images: Hardware based tools and Software based tools. In this paper the focus is on the software based tools.
There are so many tools available for capturing the live memory. These tools can give the image of the live RAM. Here I have explained two different tools for imaging the live memory.
DumpIt is a compact portable tool which makes it easy to save the content of the physical memory [3] . The DumpIt tool is a very user-friendly just you have to double click on it and the below screen appear. When you run the DumpIt it will ask for the imaging .and shows the destination path to where the image has been created. After pressing "y" it will proceed for memory dump and creates the memory image at the destination path and shows the status "success". The file type is the .raw file.
By using this dump file the investigator has to analyse the data which are stored in the RAM. There are some analysis tools which are discussed in next section.
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The second software which I have used for memory dump is the FTK Imager from Access Data [4] . The image file which is created by the FTK Imager is having .mem extension. This will capture the all the processes which are running at the time of imaging and also the dll files which are used by the processes. The live memory acquisition is very helpful in the forensic investigation. It will give the sensitive information which is not stored in the physical memory. It gives the information of the open ports, malwares and the unusual things happen to the machine.
III. Memory Analysis
After creating the dump of the live memory the next and important step is to analyse the memory. In this step the investigator has to analyse carefully because he/she can find the potential evidence from the memory image.
By analysing the memory we can get the running processes, list of dlls which are running at a time, open ports, network connections. This information is commonly concerned by a forensic investigator [3] .
There are different tools used for memory analysis also. Here I have explained some of them. For the best result of the memory analysis the tool is WinHex [5] . By using the searching ability from the image the Autopsy [6] is a very good tool for finding the sensitive data in a string format.
Using Autopsy there are some interesting and sensitive data I found. First open the Autopsy and load the image to which we want to analyse. The keyword search is very important for analysing the live memory dump. By using key word searching it will become the faster to search the evidences. The Next tool which is used for memory analysis is the WinHex. The tool WinHex is in its core a universal hexadecimal editor, particularly helpful in computer forensics, data recovery, low-level data processing, IT security [7] .
The WinHex has showed the visited websites from the memory dump. Using this tool we can find lots of sensitive information. In this memory dump I have found the login in to some account which shows the username and password. These all are the information which we can get through different tools. The tools which are used for the analysing the memory have their different approach. The above tools are the graphical tools, there are some other tools which also do the memory analysis. The volatility framework is also used for the memory analysis. There are so many papers available for the volatility. The volatility is powerful and gives the information about the hidden processes, dll lists, open ports, malwares, and registry information [3] .
The PTFinder is a perl script that can use for finding out processes and threads. This script searches for EPROCESS structures and perform a series of comparisons against rules to ensure the authenticity [8] [9] .
IV. Conclusion
There are so many tools and techniques are available for memory acquisition and analysis. They all have different methods and different approaches. It is very good to find out the sensitive information from the memory. This is helpful for solving the cyber crimes. The data which is stored in the RAM are changes repeatedly. The data are overwritten every time. The tools which are used for analysis and capturing the memory have to be develop more powerful with coming years.
